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«There are two types
of companies: those
who have been hacked,
and those who don’t
vet know they have
been hacked.»

Dmitri Alperovitch, McAfee Vice
President of Threat Research
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Geschaftsleitung

seantis gmbh entwickelt seit 2005 Webapplikationen fur die offentliche Verwaltung, die
medizinische Forschung sowie fur die Aviatik. Wir sind ein agiles Team vom 10 Personen
und bilden einen Lehrling sowie einen Praktikanten aus.

Fabian Reinhard (M A UZH)

= = Managing Partner, Business Analyst
p Fabian studierte Politikwissenschaften, VWL und Allgemeines
‘» / Staatsrecht. Er forscht aktuell als freier Doktorand an der

Universitat Zurich zum Thema Cybersecurity.

Dr. Tobias Reinhard (dipl. inform. UZH)
Partner, Software Engineer

Tobias studierte Informatik an der Universitat Zurich und
promovierte ebenda im Bereich Requirements Engineering.




Cyber Conflict Simulation

@ Safari Ablage Bearbeiten Darstellung Verlauf Lesezeichen Entwickler Fenster Hjlfe 7 () 328 2 Woso @ mam O o) R %) T ©® Q & * Di.23.Mai 22:29
server.py — mesa_cyber [0 B8 [0 o8

@ model.py server.py M X » model.py D v T:J, m -

p CYber_se.c.L.J.r.i.ty> server.py > ... Cybersecurity About Stop Step Reset

Configure visualization elements and instantiate a

go ; Numberjoiagents Frames Per Second o -

from .model import CyberSpace —. Current Step: 18

import mesa
Number of nodes

%7

B

def network_portrayal(G):
FIXME

b=

jef node_color(node):
agents = node['agent']

if agents:
if node['system'].state == 'COMPROMISED
return "#000"
elif node['system'].state == 'RECOVERED

return "green"
return node['system'].controller.color

def node_size(node):
agents = node['agent']
if agents:
return 10
return 6

portrayal = dict()
portrayal[“nodes"] = [

{
"size": node_size(node),
"color": node_color(node), [ compromised
"tooltip": f"{node}",

}

for node in G.nodes.values()

portrayal[“edges"] = [
{
"source": source,
"target": target,
@ "color": "#ccc",
"width": 3,
"directed": ue,

AAAAAAAAAAAAA \ A oA
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Die Bedrohung nimmt zu

1. Alle 8.5 Minuten wurde beim National Cyber Security Centre (NCSC) ein Cyber-Vorfall
gemeldet.

2. Mit 34’789 gemeldeten Cyber-Vorfallen an das NCSC in der ersten Halfte des Jahres
2024 haben sich die Zahlen im Vergleich zum gleichen Zeitraum des Vorjahres fast

verdoppelt.

https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2024/ncsc-
hjb-2024-1.html
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CIA Triad

1. Vertraulichkeit

2. Integritat

1
3. Verfugbarkeit v

CONFIDENTIALITY

« Medical Research Database
« DNS Server

« Backup Server

C+1+A=CIAScore

AVAILABILITY
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Schwachstelle, Bedrohung,
Risiko

1. Eine Schwachstelle setzt deine Organisation Bedrohungen aus.

2. Eine Bedrohung ist ein boswilliges oder negatives Ereignis, das eine Schwachstelle
ausnutzt.

3. Ein Risiko ist das Potenzial fiir Verlust und Schaden, wenn die Bedrohung tatsachlich
eintritt.
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Schwachstellen (CVE)

Cumulative Number of CVEs Reported Over Time (2014 - 2024)
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R i S I(M at r | X http://www.seantis.ch/riskmatrix

FE 303PM 100% . FE 303PM 100% w- 4 [} [}
RISKMATRIX. Profile  Logout RISKMATRIX. Profile  Logout RIS I I(o e r I(e n n u n
1. Identify Risks 1. Identify Risks 1. Identify Risks 2. Determine Severity
2.Determine Severity Industry 2. Determine Severity - Risk Type
3. Assess Likelihood Information Tech : 3. Assess Likelihood T 1 T 111 1T 1 :

4. Generate Risk Matrix

4. Generate Risk Matrix ——— Risk Owner Vi
1 11 11 11/ 1|

mm=as = <, Risikobewertun

Cybersecurity risks: With the increasing use of technology, cybersecurity

threats have become a major risk for IT companies. These risks include hacking, | [ 0 — = == === " - : » _
data breaches, and malware attacks. Negligible = Marginal.  Moderate.  Critical Catastrophic
RISK 1
Talent retention and recruitment: In the IT industry, the competition for top
talent is intense, and retaining and recruiting employees with the right skills can RISK2
be a significant risk for IT companies.
L
Rapid technological changes: The pace of technological change in the IT « Negligible (1): The rsk will have e consequences i it occurs
industry can be both an opportunity and a risk. Companies that fail to keep up . Magr;"al (21 omacuuenees of the ok ail bo ousy to mana‘ge
with the latest technological trends may lose out to competitors. N y
9 Y P + Moderate (3): The consequences of the risk will take time to mitigate.
N N . N * Critical (4): The consequences of this risk will be significant and may cause
Vendor and third-party risks: Many IT companies rely on third-party vendors for long-term damage
software development, cloud hosting, and other services. These vendors can « Catastrophic (5): The consequences of this risk will be detrimental and may be
introduce risks, such as service interruptions or security breaches. rard to recover from
T
]
)
e -
1
RS s03m 100 mm = sa3em 100 mm
RISKMATRIX. Profile  Logout RISKMATRIX. Profile  Logout
1. 1dentify Risks 3. Assess Likelihood 1. Identify Risks 4. Generate Risk Matrix
. . " Risk Type
2. Determine Severity Risk Type 2. Determine Severity S —— R -
. ' — 1T 1T 1 1 ] :
3. Assess Likelihood : 3 Assess Likelihood T T T Jr1 1 |
Risk Owner
4. Generate Risk Matrix Risk Owner | 4. Generate Risk Matrix | N N N S N .
Severity
Moderste: 3 Marginal 2 Negligble 1

Improbable  Remote  Occasional  Probable | Frequent sastopric’s  Crtcat 4
s e ﬂ M
A Send

RISK 2

Probability

Frequent (5): You can be pretty sure this risk will occur at some point in time.
Probable (4): There's a good chance this risk will occur.

Occasional (3): This risk could happen, but it might not. This risk has split odds.
Remote (2): There's a good chance this risk won't occur.

Improbable (1): It's a long shot that this risk will occur.

Remote 2
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NIST CSF (Core Functions)

National Institute of Standards and Technology (NIST):
Cybersecurity Framework (CSF)

1. Identifizieren: Entwicklung eines Verstandnisses fiir Risiken
gegenuber Systemen, Personen, Vermogenswerten, Daten und
Fahigkeiten.

D

]

IDENTIFY

2. Schiitzen: Umsetzung von Schutzmassnahmen, um die

Bereitstellung kritischer Dienste sicherzustellen. DGR

NIST Q@&

FRAMEWORK

3. Erkennen: Ermoglichung der rechtzeitigen Erkennung von
Cybersecurity-Vorfallen.

4, Reagieren: Massnahmen ergreifen, um erkannte Vorfalle zu
minimieren und den Schaden zu begrenzen.

9

5. Wiederherstellen: Wiederherstellung von Fahigkeiten und RESPOND
Diensten, die durch einen Cybersecurity-Vorfall beeintrachtigt
wurden.
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Zentrale Elemente I1ISO 27001

1. Risikomanagement /!

2. SicherheitsmaBnahmen (93 Controls) =

- Organisatorische Kontrollen: 37
- Personenbezogene Kontrollen: 8
- Physische Kontrollen: 14

- Technologische Kontrollen: 34

3. Managementverantwortung i

4. Kontinuierliche Verbesserung ‘&

5. Dokumentation und Nachweisfuhrung

6. Schulung und Sensibilisierung K

seantis

CERTIFICAT

ZERTIFIKAT CERTIFICATE

. et .
. .
ATTESTA
SCHWEIZER ZERTIFIZIERUNGSGESELLSCHAFT AG

ZERTIFIKAT

Die ATTESTA Schweizer Zertifizierungsgesellschaft AG in CH-8806 Bach
UID: CHE-357.699.924 - bescheinigt, dass die Firma:

Seantis GmbH

Pilatusstrasse 3
6003 Luzern

Fiir den Geltungsbereich:
Entwicklung und Betrieb von digitalen Plattformen fir die medizinische
Forschung, die 6ffentliche Verwaltung sowie fiir die Aviatik

ein Managementsystem eingefiihrt hat und anwendet nach:

ISO 27001 : 2022 Informationssicherheit

Registriernummer 224-03-080.Q
Erstzertifizierung: 08. Marz 2024
Uberwachungsaudit:
Néachstes Uberwachungsaudit Mérz 2025
Giiltig bis: 07. Mérz 2027
==

~
Kay Baumgartner
Mitglied des Zertifizierungsrates

Bach 15.03.2024




Zlele und KPIs (Praxis

1. Die Services, welche wir fiir unsere Kunden entwickeln und betreiben, sind hochverfiigbar. [71]

2. Wir legen grossen Wert auf Benutzerfreundlichkeit unserer Services und streben darum eine gute Performance
und schnelle Antwortzeiten an. [Z2]

3. Wir schutzen die Vertraulichkeit der Daten mit geeigneten Massnahmen der Verschlusselung; die eingesetzten
Verfahren werden regelmassig tiberpriift und auf dem modernsten Stand der Technik gehalten. [Z3]

10.
11.

12.
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Cyber Hygiene /4

1. Starke Passworter und Passwort-Management
2. Multi-Faktor-Authentifizierung (MFA)
3. Aktualisierungen und Patches installieren

4. Regelmassige Datensicherungen (Backups)
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Human Factor

IN THIS CORNER W HAVE

| q «While cybersecurity is
0 FREWALLS, ENCRIPTION,

usually treated as a

ANTIVIRUS SOFTWARE ,ETC. technology problem, more
AND IN THIS CORNER, than 80% of data breaches

We HAVE VA\IE./-/ \ are the result of human

"N
\% error.»

IBM Cyber Security
Intelligence Index

> Awareness training
> Access rights and privileges
> Encourage cyber hygiene
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Stop Trying to Fix the User

«The problem isn’'t the users: it's that
we've designed our computer systems’
security so badly that we demand the
user do all of these counterintuitive
things.»

Bruce Schneier, Harvard University

https://csdl-
downloads.ieeecomputer.org/mags/sp/
2016/05/msp2016050096.pdf

seantis

LAST WORD

Bruce Schneier
Harvard University

Stop Trying to Fix the User

E very few years, a researcher replicates
a security study by littering USB sticks
around an organization’s grounds and wait-
ing to see how many people pick them up and
plug them in, causing the autorun function to
install innocuous malware on their comput-
ers. These studies are great for making security
professionals feel superior. The researchers get
to demonstrate their security expertise and
use the results as “teachable moments” for oth-
ers. “If only everyone was more security aware
and had more security training,” they say, “the
Internet would be a much safer place”
Enough of that. The problem isn’t the users:
it’s that we've designed our computer systems’
security so badly that we demand the user do
all of these counterintuitive things. Why can’t
users choose easy-to-remember passwords?
Why can't they click on links in emails with wild
abandon? Why can’t they plug a USB stick into
a computer without facing a myriad of viruses?
Why are we trying to fix the user instead of solv-
ing the underlying security problem?
Traditionally, we’ve thought about security
and usability as a tradeoff: a more secure sys-
tem is less functional and more annoying, and
a more capable, flexible, and powerful system
is less secure. This “either/or” thinking results
in systems that are neither usable nor secure.
Ourindustryislittered with examples. First:
security warnings. Despite researchers’ good
intentions, these warnings just inure people to
them. I've read dozens of studies about how to
get people to pay attention to security warn-
ings. We can tweak their wording, highlight
them in red, and jiggle them on the screen, but
nothing works because users know the warn-
ings are invariably meaningless. They don’t see
“the certificate has expired; are you sure you
want to go to this webpage?” They see “I'm an
S B . [ _ 1

as a way to bypass the system completely—
effectively falling back on the security of their
email account.

And finally: phishing links. Users are free to
click around the Web until they encounter a link
to a phishing website. Then everyone wants to
know how to train the user not to click on suspi-
cious links. But you can’t train users not to click
onlinks when you've spent the past two decades
teaching them that links are there to be clicked.

We must stop trying to fix the user to
achieve security. We'll never get there, and
research toward those goals just obscures the
real problems. Usable security doesn’t mean
“getting people to do what we want.” It means
creating security that works, given (or despite)
what people do. It means security solutions that
deliver on users’ security goals without—as the
19th-century Dutch cryptographer Auguste
Kerckhoffs aptly put it—“stress of mind, or
knowledge of a long series of rules.”

I've been saying this for years. Security
usablity guru (and one of this issue’s guest
editors) M. Angela Sasse has been saying it
even longer. People—and developers—are
finally starting to listen. Many security updates
happen automatically so users don’t have to
remember to manually update their systems.
Opening a Word or Excel document inside
Google Docs isolates it from the user’s system
so there’s little risk of embedded malware. And
programs can run in sandboxes that don’t com-
promise the entire computer. We've come a
long way, but we have a lot further to go.

lame-the-victim thinking is older than the
Internet, of course. But that doesn’t make
it right. We owe it to our users to make the
Information Age a safe place for everyone—

SRS I B »




Penetration Tests

WHAT IS THE

WE D'FFERENCE?
HAC K s 0 -' "“ " = PENETE‘:"ON @ W"N:g::u-nq

Discover & Exploit Q Checks for known
| Vulnerabilities Vulnerabilities
e i @ Usually Human &% Automated
3 4 Dt e
& Simulate a full attack Z Single attack phase

J N $$$% $
v ' : | General Frequency: | General Frequency:

Annual or after major Daily/Weekly/Monthly
changes
/-:\‘ﬂ'\ f./\;'\ﬁ\
hackerone.com/hacktivity <@> A security best practice »\sj/j/;} A security best practice

2020 © HackerOne

www.sternsecurity.com
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Eine Einladung fur
Hacker?

Hey Haeker Security Researcher, irgendwo da
draussen 1n der weiten Welt:

» Komm und hacke teste die Sicherheilt
unserer Systeme!

» Wir werden dich nicht verklagen!

Versprochen, solange du dich an die Regeln haltst. kfabiamei"hard_abia"@MaCBOOk'Pm'FR_~__ZSh_
Last login: Tue Nov 12 15:45:57 on ttys000
[> echo "Hello Hacker" | cowsay

» Wir verpflichten uns, die Schwachstelle < Hello Hacker >
schnellstmoglich zu beheben (Innerhalb einer N
niitzlichen Frist). e I
| |

o 5 I

» Wir zahlen dir elne Bug Beunty

Belohnung. aber nur vielleicht ..
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VDP: eine Einladung fur

Hacker!

https://www.seantis.ch/blog/vulnerability-disclosure-policy/

Eine Vulnerability Disclosure Policy (kurz: VDP) regelt, wie ethische Hacker Systeme
untersuchen durfen und wie sie allfallige Schwachstellen an das betroffene Unternehmen

melden konnen.

Eine Vulnerability Disclosure Policy bringt viele Vorteile. Sie etabliert klare Regeln fur
beide Seiten - Hacker und Unternehmen - im Umgang mit Schwachstellen und kann
verhindern, dass nicht-gemeldete Schwachstellen ihren Weg in falsche Hande finden.

[5) Uptime OGC staatskalender.bs.ch [Z1] (until
07/23)

[5 Response Time OCQM app.scgm.ch [Z2]
[3) Response Time staatskalender.bs.ch [Z2]
[ SSL Check app.scgm.ch [Z3]

[ sentry [210]

Information (Newsletter, Blog, News Website,
Vortrage) [Z11]

[5 Anzahl Safety DB [Z4]

e o000 O0C ¢

[5 Anzahl VDP Meldungen
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o000 . https://www.seantis.ch/.well-k X +
& 2 G @& seantis.ch/.well-known/security.txt

Hash: SHA512
# seantis gmbh security contacts and policy

Contact: mailto:security@seantis.ch

Expires: 2023-11-01T12:00:00.0002

Encryption: https://www.seantis.ch/security/pgp-key.asc
Preferred-Languages: en, de

Policy: https://www.seantis.ch/security/

iQJIBAEBCgAyFiEE1M85MLhoEwq4 3CHkbt 6GRzks1+EFAMNOSE8UHHN1Y3VyaXR5
QHN1YW50aXMuY2gACgkQbt6GRzks1+Fvpw/+NZIJb00bgJsZL6rKM21X56IpRd3e
9kF3ydFH97ByC4zxN7VL3MR5cxMeaClQsec90em26tuyoFC37UKsI+bBCIfXmgA/
S5FIZSE+4DKXTxWv2gNrY01FZR6hFgNRt4x/i2hlYZsepOxlymHvxaPn/rEZXHAt3
9C7kgBdcNY9bcp+bJkhvkvhBeczw+v8PMFio5duySpHHXgjw2yIAtuwI8rcqGHxq/
T2ptKDJAY3gqO4RGgJOAN3AibMD4kWxAXh9gvieNr36gxdn5Kak2UF jOQ2N6LRcUVd


https://www.seantis.ch/blog/vulnerability-disclosure-policy/

HEY, TOM, T JUST
REALIZED THAT T DON'T

NEED TO OUTRUN THE
BEAR: I ONLY NEED T0
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